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Cohesity + Veritas: The Leader in Al-powered Data Security

Our Mission:

To protect, secure & provide insights into the world’s data.
The largest organizations in the world rely on us for their Resilience.

Our Focus: What We Bring:
@ + Broad Workloads ! 100+
. i $1.7B
Enterprise Scale oo EBs %{Sgg

Data Protected

Data Protection

* Flexible Consumption

Threat Detection
@ ! 2X 19.4% 140
- Posture Management R&D of Market Share? Global
Nearest (Leader) Locations
Competitor

Data Security . cyper Recovery

GenAl Engine H

. 12000 3000 Leader
@ Search & Analytlcs Customers Partners Gartner MQ

Data Insights

Operational Insights

Notes: 1. 2023 pro forma metrics after acquisition of Veritas data protection business
COHEgITY © 2024 Cohesity Inc. All rights reserved. 2. Analyst and Company Research, Proforma 2023 Backup and Recovery Market Share



Our Commitment to Our Customers

‘ ‘ Cohesity is committed to futureproofing our customers’ investments ...
this means ongoing support for all Veritas NetBackup, NetBackup
Appliances and Alta Data Protection ... for many years to come”.

Sanjay Poonen, Cohesity CEO

Will Veritas data protection software, Will our customers be forced
cloud, and appliance products to migrate?
continue to get roadmap investment?

NEW!. Stay tuned for information regarding new commercial

programs to further preserve your investment.
COHEngY © 2024 Cohesity Inc. All rights reserved.



Cohesity + Veritas Product Roadmap

Cohesity Data Cloud

Unified Management

DataProtect FortkKnox?2
(hyperconverged) (Cyber Vault) _
Gala
NetBackup DataHawk (GenAl)
(software & scale-up) (Data Classification, DSPM)
IT Analytics
Alta Cyber Recovery? (Reporting, Analytics)
(customer Managed & As- (Threat Protection,
a-Service) Orchestration, Clean Room)

Data Platform

SmartFiles, Connectors, Private/Public Cloud, Anomaly Detection,
Blast Radius Detection, Operational Insights

1 — Official Name TBD
2 — Includes Recover Vault
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Concept of Resilience

Data Resilience

Continue business operations
& quickly recover

Cyber Resilience Business Resilience

Preparing, responding, & recovering Adapt quickly to disruption

from Cyber attacks

COHESITY
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Rise of the Half Moon

ransomware attacks targeting ESX

Forescout
hittps:/Awww. forescout.com » blog » vmware-esxi-servers...

VMware ESXi: A Major Attack Vector for Ransomware

Aug 1, 2024 — ESXI is a high-yielding target for attackers since it hosts several YMs, allowing
attackers to deploy malware once and encrypt numerous servers ...

<)

The Hacker News
hittps:/ithehackernews. com » Cybersecurity News 3

Ransomware Attacks Exploit VMware ESXi Vulnerabilities ...

May 23, 2024 — Ransomware attacks targeting VMware ESXI infrastructure follow an established
pattern regardless of the file-encrypting malware deployed, new findings show.

4. sygnia.co
= hittps/iwww.sygnia.co: Blog }

ESXi Ransomware Attack: Evolution, Impact, and Defense

May 15, 2024 — Discover the evolution, impact, and defense strategies against ESXi ransomware
attacks. Learn how to protect your virtualized environments ...

mn Microsoft
- hitps:/fwww.microsoft.com » security » blog » 2024/07/29 3

Ransomware operators exploit ESXi hypervisor ...

Jul 29, 2024 — In a ransomware attack, having full administrative permission on an ESXi hypervisor
can mean that the threat actor can encrypt the file system, ...

The Hacker News
https:/fthehackernews.com » Cybersecurity News 3

Ransomware on ESXi: The Mechanization of Virtualized ...
Jan 13, 2025 — In 2024, ransomware attacks targeting VMware ESXI servers reached alarming
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NIST Cyber Security Framework and Best Practices

leri
<=

INTERNATIONAL USE | Translations, Adaptations, and Other References Worldwide:

Protect all data
from all sources

Detect threats as well
as signs of threats

Recover to anywhere
from anywhere

National Institute of Standards and Technology

ONTARIO
ENERGY
\ BOARD
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Netbackup

Pulai Andras

Pre-sales engineer

VERITAS
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NetApp

Storage
Systems
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Any Deployment
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kubernetes
Containers
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—_— OPENSHIFT ﬂ
VMware Tanzu
@ Google
Kubernetes
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Secure by Design

Prevent
Unauthorized Access

| 'O

* Network Access Control
and MFA

* Root Access Removal
* Restricted Admin Access

* RBAC and Mandatory
Access Control

* File System, Namespace
and Network Isolation

Turnkey

Cyber
Resilience

NetBackup Flex
and Flex Scale

Threat Monitoring,
Scanning and Alerting

* Anomaly Detection, Threat
Hunting, Malware Scanning

* Intrusion Detection System

* Audit Logging and Log
Forwarding

Continuous
Threat Mitigation

* Threat intelligence team

provides expedited fixes
to new vulnerabilities and
threats as they emerge

Indestructible
Data

« WORM with Indelible

Compliance Clock Multi-
Person Authorization

* Restricted IPMI

T

Unbreakable
Data Isolation

* Virtual AirGap (pull data

model)

Independently pen-tested by 3" party companies on behalf of two large financial institutions.

FOUND TO BE SECURE

VERITAS



High-Level Overview of Malware Detection in NetBackup

During Backup Post Backup Before Restore

________

E Cloud EE
l ! WL I e 5-"-'{5
Client Source E gggi&? EE
Data (Objects) ! s

e.g., backups of internet- More cost efficient than P — ’

facing Windows clients storage scanning
Anomaly detection in near Spot-checking of known Scanning before restore to
real-time high-risk areas ensure clean data
VERITAS

13 Copyright © 2021 Veritas Technologies LLC



Immutable Storage

Compliance Clock

Independent of OS Time
NetBackup Catalog Immutability Mode
(Backup metadata) Compliance or Enterprise a
]: O
k=3
(9]
2
—
o
(@]
o S
- > — &
Y N — @
N\ 7 - el
| (- O
2
—_— WORM Flex Container =
Client Source _ Storage Server(s) Storage ®
Data (Objects) NetBackup Services
Choice of Immutable Storage
Controlled by the Backup Team Controlled by the Security Team
» Sets protection plans « Decides when images can be deleted
+ Defines policies « Data cannot be deleted by NetBackup

VERITA\S

14 Copyright © 2021 Veritas Technologies LLC



NetBackup Isolated Recovery Environment (IRE)

Eliminate need for Listening ports | Support 24 x 7 Data Replication | Pull Model

Powered by NetBackup

Production Domain Customer Isolated Recovery Environment

Firewall

Aible recovery

to cloud/data center

Any Workload

vmware
== Micpsnﬂ
Tor

¥

'SQL Server

one

SUSE A Y D

kubzrnetes Any NetBackup
Server

ORACLE

WORM storage &
NB instances on
FLEX Appliance

& RedHat  sm.
[ R

Real-time Anomaly Detection
Encrypted WORM storage

D tRetgl-tlmedA(; o_rgalryr/]an q OT-“IO tN AL - Data Data Integrity with multi- Recover at scale to “Last
etection and Ln-Le solation using tenant WORM storage Known Good State”

Malware Scan an operable air gap
VERITAS




VERITAS

ALTA

ABOUT THE FEATURE

Threat Hunting and Blast Radius Analysis

' Smarter

UP TO

 Search for potential Incidents of
Compromise (loCs)

« Searches index (vs. full scan) of
hash-based signatures created from
recent scans

BENEFITS

 Reduce search time from hours to
minutes

« Identify all infected unstructured files
across the entire NetBackup

93%

< Job74 ‘ f Done 100% Complete
File Hash Search Attempt Attempt started: July 10, 2024 1
Ile Hash Searcl
Tooen Attempt elapsed: 000012 SCAN TIME
REDUCTION®
Overview Details Job hierarchy
Copy to clipboard = Search.
Job PID: (5 copytocip 7
Media server: | search reguest ID 1s 843217%3-4832-434d-2448-3752%5b621cE
| search engine host is nbdgalnx107.vxindia.veritas.com
Storage unit: _ e L . . _ . P —— o —
I Opened file hash database for the scan. The latest backup time is 2024-07-10 07:43:5% UTC.
Transport type: LAN | Searching in the catalog, scanned hashes 1, matched files 3.

| _Searchins ~omeleted

| There are total 3 matched files.

| Completed collscting file path.

I Matched file is found in backup image d1380gl0-073v07.vxindia.weritas.com 1720597439, file index 23, file path 4
index 6, file path /C/Us

| Matched file is found in backup image ré&525-011v27.vxindia.veritas.com 1720537031, file

| Matched file is found in backup image r6€525-011v27.vxindia.veritas.com 1720537134, file index 6, file path /C/U:t

| The complete search r
ated Y/

esult is stored in file C:\Program Files\Veritas\NetBackup\logs\user_ops\Administrator\logs

]
Estimated bytes remaining: 03
Estimated files: 0

Bytes transferred: 0B
Files written: 0
Current file:

environment

*Based on one TB of data,

anticipate scan time reduction to increase as data volume increases

VEBITRs



VERITAS

ALTA Automated Risk Assessment and Security Score

Tir_T \ Veritas Alta™ View

ABOUT THE FEATURE

* Visualize risk posture across entire
data estate (datacenters, clouds,
regions, etc.)

* Minimize duplicative alerts

B E N EFITS Security configuration risk - Global Malware detection
. P . Low - Hig| Infected assets _ 2
« Quickly ID and mitigate risks Senell| |Ie——

100,000

* Reduced alert fatigue
» Evaluate and improve current risk

Aug Z7Aug 28Aug 29 Aug 30Aug 31 Sep 01 Sep 02

mitigation measures ——
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Top High Level Use Cases

COHESITY

Data Archive

Active & Deep File Archives
Long Term Retention Archives

Splunk SmartStore

Warm & Cold Buckets

Cyber Vault

Ransomware Protection
OnPrem Fort Knox

Performance Centric
Workloads

Demands‘High Performance, Strict SLAs

»
Typically 80% of Ent
ands High Efficiency, Da
hless Cloud Mobility, Data

Backup Target

Modern NoSql Database Dumps
Backup Software Repository
Native Oracle, SQL, MySQL Dumps

Video Surveillance

Smart City
Campus Security
BodyCam Videos

Medical Imaging
PACS/VNA Archive




Unified, End-to-End Platform for Al-Powered

Data Security & Management

MANAGE

© 2024 Cohesity, Inc. All rights reserved.

-

Backup
Mass recovery
Archival
Resilience

Data Protection

Simple

s

Cyber vaulting
Threat scanning
Classification
SOC integrations

~N

J

Data Security

Scalable

-

Data migration
Workload mobility
DR orchestration

Auto tiering

~

Data Mobility

& S

Secure

-
Files and objects

Copy data mgmt
Agile devi/test
Data masking

Data Access

Al Ready

Global search
Data catalog
RAG
Data analytics

eDiscovery

~N

Data Insights

)

A

Extensible

20



Data Securtiy Alliance
Extensive Security Ecosystem

SECURE

© 2024 Cohesity, Inc. All rights reserved.

LEADING DATA
SECURITY ALLIANCE

¢, paloalto: ¢!l
% paloalto el

\CROWDSTRIKE

servicenow  splunk>

O)tenable @%>zscaler

j@ cYBERARK okta

@ Qualys. MANDIANT

B
« netskope pwe

'@ BiglD securonix

DATA SECURITY POSTURE
MANAGEMENT PARTNERS

Wsign £ CYERA

o)
<t CONCENTRIC
° .- ..o. git! g

’ ‘ Normalyze- §$Open Raven

[ securiti

sentra

SECURITY
ADVISORY COUNCIL

o o

Kevin Mandia Marianne Bailey

CEO Mandiant, Former NSA

Google Cloud Exec and DOD CIO/CISO

Kelly Bissell Alex Stamos
Corporate Vice President, Former CSO,
Microsoft Security Services ~ Facebook and Yahoo

Sheila Jordan Jason Chan
Chief Digital Former VP of
Technology Officer, Information Security,
Honeywell Netflix

=

O

Laura Mather
Group COO
Societe Generale

21



World-Class AI/ML Capabilities

INSIGHTS

© 2024 Cohesity, Inc. All rights reserved.

(020)

Ransomware
Detection

Data
Classification

O
Threat OOO
Intelligence W O
Data
Entropy

FELR)
&,

Anomaly
Detection

&

GAIA

O o
(@]
o

Capacity
Prediction

0

Capacity
Planning

LLM/ RAG

22
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Ultimate Scale & Flexibility

Scale Infinitely

DataPlatform

J for Cloud

COHESITY DataPlatform

DataPlatform DataPlatform DataPlatform
§ § for Edge 5 Virtual Edition

for Edge

1 Node 1 Node 3-24 Nodes* 3+ Nodes 3+ Nodes

U o a viediu
Up to 16TB Up to 16TB Up to 16TB Hyperconverged | Rack Servers Large ,
h . ; ge, X-Large
(capacity per node) (capacity per node) (capacy per noce) Incremental Range of CPU, Memory, Storage (capacities per node)
Physical VE ROBO VE Clustered All Flash Nodes Hybrid Nodes Archive Nodes Cloud Edition

((s) ) ((s)J ( (5]

VM

() ) (s

— )
el i Y
c1Sco. vmware o= Nicrosoft N . j aws
DeLL NUTANIX vm*are - AKVM FUCCIDTSU A pzure

*It is possible to scale beyond 24 nodes with support assistance Link to all certified platform vendors and models are found HERE

(S © 2024 Cohesity, Inc. All rights reserved. 24
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https://confluence.cohesity.com/display/NEX/Cohesity+Branded+Platforms

Y

RX2540 M6 RX2540 M6 RX2540  RX2540 M6 RX2540 RX2540 M6

™

kapacitas / 1 node

COHESITY
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Cyber Resilience Framework

NST

COHESITY



Resilency and Hardening
with Cohesity

L

Cohesity Data Cloud
o
g) . D
Hardware -@- C ) J(5) . C () .
Node Chassis C{s) L
= Disk [ S ] Network Fan
e Rack
/{} v
Software o mmrrrr1
Fault Tolerance .
Data Resiliency: EC/RF Strict Consistency [  Checksum |

| —
o

Immutability No Overwrites
: ‘ @
p—
Data-at-Rest
Encryption AES-256
o ?ro
o)
< CR
ey
Security Hardening Secure Development

COHESITY

Ed

Datal.ock NTP: Time Synchronization/
Shift Resistance
Data-in-Flight
TLS 1.2 KMS

]

Release Cycles

>

Secure Platform-HW/SW



Zero Trust Controls

i
MFA
@
=,
Granular RBAC

1O
L

Secure Access

S

Quorum

A

No Service Backdoor

K

Continuous Monitoring

COHESITY

f X
Cohesity Data Cloud
USER ACCOUNTS AUTHENTICATION SOURCES
£ &
Local Users Support User SSO Users AD User TOTP-based App Email
‘m . =
(& =

Custom Roles System-defined Roles

Operations Privileges

) =}

Cluster Ul & CLI

Allow/Deny-IP/Ports Session mgmt.

A

Quorum Requestor

Secure Protocols-SMB/NFS ~ Secure APls

G

Quorum Group

V-
 —
7 —
e

Quorum Operations, Template/Lists

<3 @

DA

No Direct Access IPMI Split Key Secure Shell Shared Access Token
S B =
=
Security Posture Audit Logs Syslog Server



Secury Dashboard / Security Posture

= COHESITY

1 Security Center

OF Dashboard

;‘—:!_l AntiRansomware

@ Inventory

@ Threat Protection
Elm@ Data Classification
Cyber Vaulting
é Infrastructure
SECURITY POSTURE

@ Posture Advisor

22s Quorum

ITY

Cohesity Data Cloud / Security / Security Center

Dashboard

£} Security Posture Threat Protection Data Classification (1) Cyber Vaulting

Posture Advisor Score Cluster Risk Distribution
Latest Scan: May 1, 2024 9:07pm Latest Scan: May 1, 2024 9:07pm

Top Issues View All Issues

External syslog server is not configured. 2 of 2 Clusters

NTP Authentication is not enabled 2 of 2 Clusters

https://www.cohesity.com/demos/interactive/



Cohesity Threat Protection

Security Center Dashboard

Security Posture

Customers can leverage all
these IOCs to scan their
baCku pS ) Data Sensiiviy Jul 24, 2023 9:10am

First Anomalous Snapshot

Jul 24, 2023 9:10am
Latest Anomalous Snapshot

Threat feed is updated
daily, eliminating the need e ddmatiactals

for manual scanning rules o
and feed updates.

User Activity
Past 7 Days

COHESITY

0

Unique I0Cs Matched

@

Anomalies Activity
Past 7 Days

B

Threats Activity

Past7 Days




Advance Pattern Matching

Personal

COHESITY

. Security Center < [ PRD-FSSRSM01 ©®

Snapshots Trends
08 Dashboard

%ﬂ AR Filters: Change Type «

DATAHAWK 1 . 9 k 9 8 1

@ Threat Protection
m oo
[ Data Sensitivity
Cyber Vaulting

Gn  Infrastructure

SECURITY POSTURE

EI Posture Advisor

42 Quorum

COHESITY

Affected Files Sensitivity

Patterns «

933

Affected Files Files Added / Modified Files Deleted

Sensitivity

>

Data Classification

Financial Health

Ignore Anomaly Recover Object

Download Report

Patterns Matched

Patterns matched

Q Search

High Sensitivity Patterns (100)

Pt
Medium Sensitivity Patterns (75)
Low Sensitivity Patterns (25)

Bank Account (2%) Date of Birth (2%) Date of Death (2%) Passport Number (1%)
Discharge Date (1%)




Data Isolation: Cohesity FortKnox

FortKnox = Fast & Secure Data Isolation
FortKnox requires Quorum

COHESITY

COHESITY

HIGH

Network &
Management
Isolation

LOW

SLOW
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Cyber Event Response Team

C

RECOVER

Cohesity CERT

Customers should open a support
case with Cohesity CERT as soon
as an attack is confirmed

COHEngY © 2024 Cohesity, Inc. All rights reserved.



Effective Cyber Event Response & Risk Mitigation

Cyber Cyber law Incident Data
Insurance firms Response Team Recovery
Z
<
I
o
— l l MANDIANT l COHESITY l COHESITY
| iy
- B ~ :
P Immut«p Data Sensitive Data Understand the Re_store in
Copy breach Minutes
=
< Risk Team B Legal Team mmmme  SeCUrity Team g IT Team
n

COHE§|TY © 2024 Cohesity, Inc. All rights reserved. 36



Cohesity
capabilit

process or 3-2-1+ Rule & harden the Prep_are the digital Plan for network Test the Plan
technology platform jump bag isolation
Cohesity Anomaly Detection IT Operations use Out-of-Band Customer IT orchestration
detects the attack authentication to Initiate MVRC tools or scripting tools rebuild
Recovery through Helios response environment
Destructive Attack is detected by a user or Known-good install media,
Cyber Attack other security tool configurations, contact lists &
Occurs workflows presented via
SmartFiles
Active Directory Comparison allows . : o
Security Analysts to discover persistence Hunt for other 1oCs using a curated feed or _Filesystem forensics over incident
P i — bring your own threat feed timeline using DataProtect snapshots
INVESTIGATE 2= ad
)
Use DataProtect Global Understand the regulatory impact of the Hunt for other occurrences of found forensic
Search to quickly scan across attack to inform decision to notify data artefacts on other hosts to bring them into
diverse workloads subjects & regulators scope

Rebuild systems using trusted install
media and configurations. Recover data.

IT Operations undertake the
0 - required mitigation tasks identified
~ by Security Operations to clean Mitigated systems are tested System is recovered back into
the systems for functionality the production environment

S ORNOSS OO

Baseline images for mitigation pre- Security Operations bolster any A final baseline snapshot of
loaded into Staging Room for a missing or evaded controls the mitigated system is taken
production service




Call to Action /
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Cyber Insurance form

BACKUP AND RECOVERY POLICEES

Do you use a data backup solution?
¥ Yer"

& Whch best destriRes your data Dackip soluton?

——)

111

an

[[] Backups are kept locaity but sepanate from your network (offiinalair-gapped backup solution)
[[] Backupe s kept in 8 dedcated coud backup service.

] You use a cloud-synong service (e g. Drogtox, OneOrive. SharoPoint, Google Drive)

[ Omver (doncrde your data dackup soksion)
Chock ab that apply

[ Your backups are encrypled.

] You have immutable backups

[J ¥our backups are secured with different access crodentials from othar adminisiretor credertals
[ vou uttize MFA tor both isternal and extemal access 10 your Hackups

DYWMWNMW“WdMWMmMM
Sackugs in the last 6 months

DVwmmwquaqumwmmmnmuw.
How frequently ae backups nun? [JOsty [Jweeny [JMonesy

Estimanod amoun of Lime it will take 10 restiore essonial Incliors using backups i the svert of & wioouread
MalWere OF rASBOMWANS ARack wilhin your networn?

[J0-24 bours [J1-30eys [Je-tcays [J1 week or longer

COHE_G)lTY © 2024 Cohesity, Inc. All rights reserved.
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Hazi feladat: A mentésekkel kapcsolatban:

1. Hasznalnak MFA-t ? (Ha van, de nem, akkor Isz kapcsoljatok be!)

2. Hasznalnak multi-person authorizaciot / quorum-ot a kritikus miveletekhez ?
Képes lenne erre a mentd software-uk?

3. Van WORM masolatuk az adatokrol ? (Ha van lehet6ség, akkor Isz kapcsoljatok be,
felhGbe is!)
4. Képes a mostani tarolojuk Immutable adattarolasra ? SmartFiles!

5. Van kulsé helyszinen masolatuk az adatokrol (air-gap) ?

COHESITY



Hazi feladat: A mentésekkel kapcsolatban:

1. Van-e leirt / atbeszélt Ransomware helyreallitasi terv?

2. Van-e 0sszekészitve egy “digital jumpbag” ? Cohesity SmartFiles!
« Az alap SW csomagok, amivel fel lehet majd épiteni egy tiszta szobat a sériilés
megertéseére.

« Amiben benne vannak a minimialisan sztikséges rendszerek a valaszadasra
« Kommounikacios csomagok

3. Kapnak segitseget Ransomware helyzetben a gyartotol? (Cohesity CERT team)

4. Helyredllitasi folyamathoz van-e elkéepzelés? (Cohesity Celan Room solution)

COHESITY



Erdekes olvasnivald

Use Cohesity for Your Veeam Backup Repository
https://docs.cohesity.com/HomePage/PDFs/Cohesity-Solution-Guide-Veeam-Backup-
Repository.pdf

(Ratmir Timashev — Object First)

Use Cohesity for Your Commvault Storage Libraries
https://docs.cohesity.com/HomePage/PDFs/Cohesity-Solution-Guide-CommVault. pdf

Use Cohesity as HPE NonStop Systems Backup Repository
https://docs.cohesity.com/HomePage/Content/ExternalFiles/TechGuides/Cohesity-Solution-
Guide-HPE-NonStop-Systems-Backup-Repository.pdf

Use Cohesity for Your IBM Spectrum Protect Storage Pools
https://docs.cohesity.com/HomePage/PDFs/Cohesity-Solution-Guide-IBM-Spectrum-Protect.pdf

COHE§|TY © 2024 Cohesity, Inc. All rights reserved. 42


https://docs.cohesity.com/HomePage/PDFs/Cohesity-Solution-Guide-Veeam-Backup-Repository.pdf
https://docs.cohesity.com/HomePage/PDFs/Cohesity-Solution-Guide-Veeam-Backup-Repository.pdf
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.cohesity.com%2FHomePage%2FPDFs%2FCohesity-Solution-Guide-CommVault.pdf&data=05%7C02%7CAndras.Pulai%40veritas.com%7Cfaf432cad8054761c92308dd49bfbf72%7Cfc8e13c0422c4c55b3eaca318e6cac32%7C0%7C0%7C638747810075223645%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2B4RIGYT1hyk%2F1uF4yuTmuCsrulLpF%2BixBJQPWnxDAwQ%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.cohesity.com%2FHomePage%2FContent%2FExternalFiles%2FTechGuides%2FCohesity-Solution-Guide-HPE-NonStop-Systems-Backup-Repository.pdf&data=05%7C02%7CAndras.Pulai%40veritas.com%7Cfaf432cad8054761c92308dd49bfbf72%7Cfc8e13c0422c4c55b3eaca318e6cac32%7C0%7C0%7C638747810075258616%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2FugiqYY%2Bpe1WnJZgzySSY1mqF%2FkQkRSDkLvQTgMSEw4%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.cohesity.com%2FHomePage%2FContent%2FExternalFiles%2FTechGuides%2FCohesity-Solution-Guide-HPE-NonStop-Systems-Backup-Repository.pdf&data=05%7C02%7CAndras.Pulai%40veritas.com%7Cfaf432cad8054761c92308dd49bfbf72%7Cfc8e13c0422c4c55b3eaca318e6cac32%7C0%7C0%7C638747810075258616%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2FugiqYY%2Bpe1WnJZgzySSY1mqF%2FkQkRSDkLvQTgMSEw4%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.cohesity.com%2FHomePage%2FPDFs%2FCohesity-Solution-Guide-IBM-Spectrum-Protect.pdf&data=05%7C02%7CAndras.Pulai%40veritas.com%7Cfaf432cad8054761c92308dd49bfbf72%7Cfc8e13c0422c4c55b3eaca318e6cac32%7C0%7C0%7C638747810075294974%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=HgoeaF4fh4JXdybdLzKGiWIbigKv5iPyy0uYi7d3qHM%3D&reserved=0
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NIST

e Cohesity’s Team Sport Approach to Modern Data Security

----- After Attack ----

IDENTIFY PROTECT RESPOND

Identify sensitive data Data recoverability & Contain &
& exposure safequards isolate threats

RECOVER

Recover &
restore operations

*  Proactive Data Classification *  Encryption * Reactive Hunting * Instant Clean Room * Instant Mass Restore
* DataAsset Discovery *  Immutability * Comprehensive IOCScanning * Forensic Threat Hunting * Clean Room Data Recovery
*  Posture Advisor * Datalsolation * Ransomware Anomaly Analysis * Pointin Time Vulnerability Scan *  Cloud Vault Recovery

*  ZeroTrust Principles * Incident Timeline Analysis

*  Separation of Duties
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Cohesity Data Cloud Delivers Superior Outcomes

\

Speed

Decreased backup
times by 45%

10x faster data
recovery times
compared to
legacy
infrastructure

97% faster file
restores

COHESITY

\

Security

$0 ransomware
paid in multiple
cases

$2M saved in cyber
insurance costs

17% more threats
detected

A
Tk

\

Scale

Support 40K+
M365 users

Billions of objects

Multi-PB cloud
cyber vaulting

Protection for
VMware, Oracle,
Physical & SAP
HANA at PB scale

\/

Simplicity

Retire 18 systems
in favor 1 modern
platform

Each FTE
manages 63%
more VMs

36% more efficient
security and
backup teams

\

Smarts

48% less time to
remediate threats

45% less staff time
to detect threats

26% more
productive
compliance teams



Thank You
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